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ABSTRACT 

In 2025, security of supply in defence in the European Union is yet again on the policy agenda, 

especially given the ongoing war on Ukraine and shifts in the transatlantic relationship. In this 

policy paper, we take stock of the EU’s recent efforts to develop defence industrial policy and 

its relationship with security of supply. We distinguish between different forms of supply 

insecurity and address the inherent tensions involved in developing an EU security of supply 

regime in defence. The paper also uncovers whether arguments counter to such a regime are 

convincing or not. The paper discusses different concepts of security of supply in defence and 

it analyses the various policies proposed by the European Commission including the EDIP and 

SAFE. The paper also reflects on the political stakes involved in ensuring security of supply in 

defence at the EU level.  
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INTRODUCTION  

The defence market is awash with money in 2025, but this will not guarantee a less dependent 

Europe in defence. With the return of President Trump to the White House, questions have 

resurfaced about the best ways to organise European security. The reliability of the United 

States’ (US) security guarantee to Europe, pressure to drastically enhance defence spending 

to 5% of GDP, the haphazard imposition of trade tariffs and threats over the sovereignty of 

Greenland have eroded transatlantic trust. Yet, in many ways, the wake-up call from the White 

House is positive for European defence, especially if it leads to sustained investment in 

defence, the development of conventional military power and a stronger European defence 

technological and industrial base (EDTIB).  

Despite messages from US industry and lobby groups that European Union (EU) defence 

industrial efforts may cut-out American producers1, the Trump administration appears to 

entertain the idea that Europe should build-up its defence industrial base. At least this was 

the message conveyed by the Secretary of Defense, Pete Hegseth, at the Ukraine Defence 

Contact Group in mid-February 20252. The truth is that, as yet, there is no settled US position 

on the direction and shape of the European defence market, especially with other US 

government sources calling for Europeans to continue to “buy American”3. Given President 

Trump’s sensitivities to purported trade imbalances or “unfair deals” with the EU, we should 

not exclude a major lobbying onslaught from Washington to contain EU efforts to develop an 

autonomous EDTIB. The US may well want to have their cake and eat it: forcing Europeans to 

increase spending, while maintaining a “Buy American” preference in Europe4.  

However, evolutions in US strategy and a potential restructuring of the American defence 

industrial base pose serious questions for European governments. In 2025, there has been 

more attention focused on the dependencies associated with major US weapons programmes 

such as the F-35 jet fighter. Reports of a potential “kill switch”5 in such systems that would 

deny their usability, and President Trump’s comments that allies would only qualify for a 

 
1 Slattery, G., Irish, J. and Psaledakis, D. “US Officials Object to European Push to Buy Weapons Locally”, Reuters, 2 April 2025. 
See: https://www.reuters.com/world/us-officials-object-european-push-buy-weapons-locally-2025-04-02/  
2 US Department of Defense, “Opening Remarks by Secretary of Defense Pete Hegseth at Ukraine Defense Contact Group (As 
Delivered)”, 12 February 2025. See: https://www.defense.gov/News/Speeches/Speech/Article/4064113/opening-remarks-
by-secretary-of-defense-pete-hegseth-at-ukraine-defense-contact/  
3 Slattery, G., Irish, J. and Psaledakis, D. “US Officials Object to European Push to Buy Weapons Locally”, Reuters, 2 April 2025. 
See: https://www.reuters.com/world/us-officials-object-european-push-buy-weapons-locally-2025-04-02/.  
4 Interestingly, on 9 April 2025 President Trump released an executive order designed to reform US Foreign Military Sales 
(FMS), which includes steps to make FMS easier based on list of “priority partners”. See: 
https://www.whitehouse.gov/presidential-actions/2025/04/reducing-competitive-regulatory-barriers/.  
5 Cenciotti, D. and D’Urso, S. “The F-35 ‘Kill Switch’: Separating Myth from Reality”, The Aviationist, 10 March 2025. See: 
https://theaviationist.com/2025/03/10/f-35-kill-switch-myth/  

https://www.reuters.com/world/us-officials-object-european-push-buy-weapons-locally-2025-04-02/
https://www.defense.gov/News/Speeches/Speech/Article/4064113/opening-remarks-by-secretary-of-defense-pete-hegseth-at-ukraine-defense-contact/
https://www.defense.gov/News/Speeches/Speech/Article/4064113/opening-remarks-by-secretary-of-defense-pete-hegseth-at-ukraine-defense-contact/
https://www.reuters.com/world/us-officials-object-european-push-buy-weapons-locally-2025-04-02/
https://www.whitehouse.gov/presidential-actions/2025/04/reducing-competitive-regulatory-barriers/
https://theaviationist.com/2025/03/10/f-35-kill-switch-myth/
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downgraded version of the future F-47 sixth-generation fighter6, have only added to the 

uncertainty. The reality is that several European allies are questioning whether it is wise to 

continue their military-technological dependence on the US. Before the first Trump 

presidency, European allies could largely live with US technology and political controls 

because the pay-off was a guarantee of US security and access to high-tech military systems. 

If the US cannot be considered a reliable ally under the second Trump administration, then 

the incentive structure to “buy American” changes.  

In this respect, the notion of security of supply in defence is not just a technical or niche issue 

because the decision to develop and protect autonomous weapons systems, supply chains 

and industries is a geopolitically charged one. In this era of strategic competition between 

major powers, the hallmarks of geopolitical power are technology control, innovation 

potential, regulatory power and economic and resource security. The 2025 “Draghi Report” 

on EU competitiveness makes clear that ‘[h]eightened geopolitical competition and third 

countries’ aggressive industrial policies on tech-rich exports are reducing the security of the 

EU’s imports of critical technologies (e.g. semiconductors) and inputs (e.g. critical raw 

materials)’7. 

The EU is increasingly committed to reducing (potentially) harmful dependencies in defence. 

For example, the importance of security of supply in defence has been underlined in the recent 

EU White Paper on European Defence Readiness 2030. It states that a global technology race 

is underway and that technology ‘will be the main feature of competition in the new 

geopolitical environment’8. The White Paper goes on to claim that the EU needs to reduce its 

dependencies and ensure security of supply by assessing defence value-chains, monitoring 

critical raw material vulnerabilities and developing technology road maps. The White Paper 

also develops a range of initiatives including the European Defence Industry Programme 

(EDIP) and the Secure Action for Europe (SAFE), which are designed to enhance security of 

supply in defence.  

 
6 Allison, G. “US to reduce capabilities of new jet purchased by allies”, UK Defence Journal, 23 March 2025. See: 
https://ukdefencejournal.org.uk/u-s-to-reduce-capabilities-of-new-jet-purchased-by-allies/.  
7 European Commission, “The Future of European Competitiveness: Report by Mario Draghi”, 9 September 2025 p. 67. See: 
https://commission.europa.eu/document/download/ec1409c1-d4b4-4882-8bdd-
3519f86bbb92_en?filename=The%20future%20of%20European%20competitiveness_%20In-
depth%20analysis%20and%20recommendations_0.pdf.  
8 European Commission/HRVP, “Joint White Paper for European Defence Readiness 2030”, JOIN(2025) 120 final, Brussels, 19 
March 2025, p. 4. See: https://defence-industry-space.ec.europa.eu/document/download/30b50d2c-49aa-4250-9ca6-
27a0347cf009_en?filename=White%20Paper.pdf  

https://ukdefencejournal.org.uk/u-s-to-reduce-capabilities-of-new-jet-purchased-by-allies/
https://commission.europa.eu/document/download/ec1409c1-d4b4-4882-8bdd-3519f86bbb92_en?filename=The%20future%20of%20European%20competitiveness_%20In-depth%20analysis%20and%20recommendations_0.pdf
https://commission.europa.eu/document/download/ec1409c1-d4b4-4882-8bdd-3519f86bbb92_en?filename=The%20future%20of%20European%20competitiveness_%20In-depth%20analysis%20and%20recommendations_0.pdf
https://commission.europa.eu/document/download/ec1409c1-d4b4-4882-8bdd-3519f86bbb92_en?filename=The%20future%20of%20European%20competitiveness_%20In-depth%20analysis%20and%20recommendations_0.pdf
https://defence-industry-space.ec.europa.eu/document/download/30b50d2c-49aa-4250-9ca6-27a0347cf009_en?filename=White%20Paper.pdf
https://defence-industry-space.ec.europa.eu/document/download/30b50d2c-49aa-4250-9ca6-27a0347cf009_en?filename=White%20Paper.pdf
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Yet, the issue of security of supply in defence is not new for the EU9. In 2006, the European 

Defence Agency’s (EDA) Steering Board endorsed a framework for security of supply, which 

aimed to streamline procedures for cross-border transfers in times of urgency. After this, in 

2009, two defence directives on defence procurement and defence transfers were adopted 

to regulate intra-EU defence supply security10. Such efforts have had a questionable effect on 

the defence market. Since this time, however, the European Council has underlined the 

importance of security of supply in defence and the European Defence Action Plan (EDAP) of 

2016 stated that ‘security of supply is also a cornerstone to the establishment of a genuine 

single market for defence’11. However, as the EDAP also noted, EU member states have been 

historically reluctant to establish an EU-wide regime on security of supply12.  

Still, as this policy paper will make clear, the context for any discussion about security of supply 

in defence in the EU must take place under a completely different geopolitical context. 

Nevertheless, despite urgent geopolitical demands the idea that the EU should play a larger 

role in security of supply in defence is not uncontested. In fact, the creation of a security of 

supply regime in defence at the EU level gives rise to intra-EU political competition between 

member states. In essence, some EU member states view any EU security of supply regime on 

defence as a potential threat to their privileged commercial relationships with the US and 

other third states such as the United Kingdom (UK). Other EU member states are suspicious 

of an increased role for the European Commission in security of supply, as they believe that 

this could be perceived as interference in national security of supply arrangements. 

In this policy paper, we take stock of the EU’s efforts to develop defence industrial policy and 

its relationship with security of supply. We address the inherent tensions involved in 

developing an EU security of supply regime in defence, and we uncover whether arguments 

counter to such a regime are convincing or not. In this regard, the policy paper is guided by 

three questions: 1) what does security of supply in defence mean in 2025?; 2) how is the EU 

proposing to ensure security of supply in defence?; and 3) what are the challenges and 

opportunities of developing such a regime?  

 
9 It should be noted that non-EU initiatives such as the 1998 Letter of Intent (LoI) treaty also included security of supply 
provisions. The LoI sub-committee on security of supply created a special implementing arrangement in 2003, but even this 
intergovernmental initiative is now “dormant”. See: https://www.gov.uk/guidance/letter-of-intent-restructuring-the-
european-defence-industry#sub-committee-1-security-of-supply.  
10 European Defence Agency, “Security of Supply”, 2006. See: https://eda.europa.eu/what-we-do/all-activities/activities-
search/security-of-supply.   
11 European Commission, “European Defence Action Plan”, COM(2016) 950 final, Brussels, 30 November 2016. See: 
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52016DC0950.  
12 In the absence of such an EU-wide regime, EU institutions and agencies have released codes of conduct and guidance notes 
to assist EU member states with security of supply considerations. For example, European Commission, “Guidance Note – 
Security of Supply”, 12 February 2016. See: https://ec.europa.eu/docsroom/documents/15409/attachments/1/translations/.  

https://www.gov.uk/guidance/letter-of-intent-restructuring-the-european-defence-industry#sub-committee-1-security-of-supply
https://www.gov.uk/guidance/letter-of-intent-restructuring-the-european-defence-industry#sub-committee-1-security-of-supply
https://eda.europa.eu/what-we-do/all-activities/activities-search/security-of-supply
https://eda.europa.eu/what-we-do/all-activities/activities-search/security-of-supply
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52016DC0950
https://ec.europa.eu/docsroom/documents/15409/attachments/1/translations/
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The policy paper is structured in the following manner. In the first section, we discuss different 

concepts of security of supply in defence. Here, we are interested in building up a coherent 

picture of the political and economic factors involved in ensuring security of supply in the 

defence sector. In the second section, we discuss and analyse the different policies proposed 

by the European Commission including the EDIP and SAFE. The final part offers further 

reflections on the political stakes involved in ensuring security of supply in defence, and we 

invite readers to reflect upon some of the political choices involved in designing an EU-level 

security of supply regime. 

 

THE ERA OF COMPETITION AND SECURITY OF SUPPLY 

Security of supply is one of the critical features of the current era of great power competition. 

Concerns about the proliferation of technology globally, the supply shortages experienced 

during the pandemic, fears that software and technology can be a (“back door”) security 

liability and the geopolitics of critical raw materials ensure that security of supply is vital for 

security. In this respect, in the 2020s we are in an era where states are seeking to develop and 

protect critical technologies, stockpile resources and defend against economic coercion. In 

Europe, there is a heightened sensitivity about security of supply given how interdependent 

the EU single market has become with global markets. In recent times, however, Europe has 

shown its vulnerabilities in medical supplies, raw materials and fossil fuels. In particular, 

Russia’s war on Ukraine and the subsequent move away from dependence on Russian oil and 

gas has served as a reminder of the importance of security of supply. Additionally, routine 

overt and covert attacks on European critical infrastructure has demonstrated that security of 

supply is not only a question of ensuring timely and secure supplies of raw materials, 

components and/or goods. 

For the EU, general questions about security of supply are being assessed and handled under 

the broad umbrella of “economic security”. However, the defence sector has always had to 

plan for and manage security of supply due to the heightened security risks associated with 

defence. Be that a necessity to ensure operational sustainability and autonomy or to protect 

sensitive technologies and data being leaked to (or stolen by) adversaries. There is, then, an 

inherent form of “protectionism” engrained in concepts of security of supply in defence. 

However, states adopt different approaches to maintaining security of supply. This can include 

an “autarkic approach” were specific technologies are protected through a high-degree of 

secrecy and where component parts, processes, data, etc. are exclusively sourced within a 

given country. More generally, defence planners and industry have adopted a “mixed 
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approach” whereby multiple suppliers are sourced in order to ensure a diversity of supplies. 

In some cases, states will work together through cooperative agreements to maintain a 

mutual level of supply security13.  

Figure 1 – Security of Supply Considerations 

 

 
   Source: Daniel Fiott, 2025 

This author has argued elsewhere that security of supply in defence involves a range of factors 

that appear at different stages of the development and procurement cycle14. As Figure 1 

highlights, there is an inter-relationship between supply access, supply dependence and supply 

guarantees15. Here, it is important to recognise that different policy responses will be required 

for each form of supply insecurity as they relate to supply inputs, supply variables and supply 

risks: 

• Access: this first form refers to the ability of a state or group of states to access raw 

materials and intermediary products on commercial markets. This can include securing 

supplies of hardened steel, special alloys, composites chemicals and more. As the EU 

faces growing challenges to access such as materials and products, the risk is that 

 
13 See, for example, US Department of Defence, “Security of Supply”. See: https://www.businessdefense.gov/security-of-
supply.html.  
14 Fiott, D. “Security of Supply: How Can the EU Help Ensure Defence Preparedness?”, CSDS Policy Brief, 24/2024. See: 
https://csds.vub.be/publication/security-of-supply-how-can-the-eu-help-ensure-defence-preparedness/.  
15 The author wishes to thank ARES Group colleagues for suggesting this very useful triptych. This visual builds on and refines 
the one found in Op.Cit. “Security of Supply: How Can the EU Help Ensure Defence Preparedness?”.  

https://www.businessdefense.gov/security-of-supply.html
https://www.businessdefense.gov/security-of-supply.html
https://csds.vub.be/publication/security-of-supply-how-can-the-eu-help-ensure-defence-preparedness/
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European defence producers may suffer from delivery delays, increased costs, supply 

shocks, etc.  

• Dependence: this second form of security of supply refers to dependencies on third 

countries for technologies, components and military systems. Here, there is a dual 

challenge: first, a continued dependence on third country technologies and systems 

may negatively affect the European defence industry’s ability to produce its own 

defence goods; and second, that dependencies may be instrumentalised by third 

countries for political ends (e.g. blocking export licenses or usage rights, restricting 

access to software and date updates, etc.). 

• Guarantees: a final form of security of supply relates to the lack of guarantees that EU 

member states or third countries will supply a given EU member state in need of 

military supplies. In this respect, suppliers and governments can still restrict the supply 

of materials, technologies and systems to other EU states, especially if they themselves 

seek to prepare for potential supply shortages. 

With these three forms of supply security in mind, it is also useful to make a distinction about 

the actors involved in achieving security of supply in defence. Indeed, security of supply for 

industrial actors largely applies to the supply of critical raw materials, components, 

technologies and intermediary products. However, security of supply for governments 

includes these same factors but supply security is extended for governments to include 

dependencies on critical technologies or weapons platforms. So, while governments and 

industry share concerns about security of supply, there are nuances in the definition of 

security of supply that need to be acknowledged. 

The EU faces a specific challenge with regard to each of these three forms of supply insecurity 

in defence. Although parts of the single market are fully integrated in other economic sectors, 

this is not always the case in the defence sector. While defence contractors do source parts 

and components on the global market, the risks of operating such open source supply 

channels in defence are high. For one thing, the vast array of suppliers may entail 

dependencies that not even governments or companies are aware of until a major crisis 

erupts. Yet, in the EU there is not a single market in defence and so individual member states 

may restrict supplies in times of crisis to benefit their own military or economic interests. As 

the European Defence Industrial Strategy (EDIS) has made clear, however, the risk of this 

approach is that closed national markets within the Union may lead to supply risks during 

wartime. As we witnessed during the pandemic, if each EU member state protects their own 

this may adversely serve to weaken the Union as a whole. Instead of beggar-thy-neighbour 

approaches, it is argued by the European Commission that cross-border supply security is a 
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more effective way of ensuring the security of the whole Union. In addition to calling for more 

cross-border supply security, the European Commission also indicates that dependencies on 

non-EU military systems and technologies may pose a security burden in times of crisis. Such 

concerns were part of the rationale behind the creation of the EDF, which seeks to use 

financial incentives to open up supply chains across borders within the EU. 

 

EU EFFORTS TO DEVELOP A SECURITY OF SUPPLY REGIME 

The 2025 White Paper on European Defence Readiness 2030 makes clear that because ‘the 

European market relies only on one or a handful of suppliers of key goods, services or other 

inputs, EU policies and investments should strengthen European economic security by 

minimising the potential for the weaponisation of dependencies or economic coercion’16. In 

essence, the EU is proposing a ramping up of investment in defence technologies and critical 

raw materials to ensure security of supply, and it emphasises the need to ‘support the 

development of home-grown alternatives for technologies, components and processes’17. In 

addition to developing European technologies and supplies, the EU is also proposing to create 

a genuine EU market for defence equipment through the simplification and harmonisation of 

rules. This, it is argued, would provide ‘guaranteed access to defence products, components, 

and spare parts through a comprehensive security of supply regime’18. 

This comprehensive security of supply regime was actually laid-out in more detail by the 

European Commission in the proposal for the EDIP regulation, which – as at May 2025 – is 

currently under negotiation. Under the proposed regulation, the Commission observes a ‘clear 

legal vacuum’ in the area of security of supply in defence. It claims that security of supply in 

defence is needed in times of major crisis, not least because member states have treaty 

obligations to one another for mutual defence (see Article 42.7 TEU). In this regard, the 

proposed EDIP regulation details several security of supply measures including priority 

supplies in times of crisis, stockpiling, monitoring of technologies and supply bottlenecks, 

financial support and cross-sectoral fertilisation between defence, dual-use and technology 

sectors. The European Commission has also made a case for new structures and initiatives 

under the EDIP too, including:  

 
16 European Commission/HRVP, “Joint White Paper for European Defence Readiness 2030”, JOIN(2025) 120 final, Brussels, 
19 March 2025, p. 14. See: https://defence-industry-space.ec.europa.eu/document/download/30b50d2c-49aa-4250-9ca6-
27a0347cf009_en?filename=White%20Paper.pdf  
17 Ibid  
18 Ibid  

https://defence-industry-space.ec.europa.eu/document/download/30b50d2c-49aa-4250-9ca6-27a0347cf009_en?filename=White%20Paper.pdf
https://defence-industry-space.ec.europa.eu/document/download/30b50d2c-49aa-4250-9ca6-27a0347cf009_en?filename=White%20Paper.pdf
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• Fund to Accelerate Defence Supply Chain Transformation (FAST) – this FAST fund is 

designed to specifically support SMEs and small mid-cap firms with debt and equity 

financing to help nurture the extended EDTIB; 

• Structure for European Armament Programme (SEAP) – these are legal constructs 

between member states that are designed to blend funding, rules, waivers and support 

for the development of products; 

• European Military Sales Mechanism (EMSM) – this would ensure that EU defence 

products can be sourced in time and volume based on a catalogue of EDTIB defence 

products and common pool of products, as well as streamlined procurement 

procedures; 

• European Defence Projects of Common Interest (EDPCIs) – using potential financing 

instruments such as the EDIP and SAFE, the idea would be to develop major strategic 

defence projects between member states in areas such as air and missile defence, 

drones, emerging and disruptive technologies, cyberdefence and more; and,  

• Defence Industrial Readiness Board (DIRB) – would bring together the member states, 

High Representative/Vice-President, EDA and Commission to structure programming 

and procurement for the EU.  

In March 2025, the European Commission proposed the SAFE regulation, which paves the way 

for a new €150 billion EU loan facility for defence. In the proposed SAFE regulation, EU 

member states would be expected to present a national defence investment plan to the 

Commission in order to access the loans – the loans are repayable over a 45-year horizon. 

Such a plan would be the basis for a loan application under SAFE, and part of the plan should 

include a ‘description of activities to strengthen security of supply and resilience, in particular 

by facilitating the access to the defence market for SMEs, mid-caps and new defence 

players’19. The SAFE instrument also has security of supply at its core because its main 

objectives are to stimulate common procurement so that there is ‘a rapid increase’ in the 

European defence industry’s ‘production capacity’, as well as the ‘improvement of the timely 

availability of defence products and speeding-up and adjustment to structural changes’20. 

 

 

 
19 European Commission, “Proposal for a Council Regulation establishing the Security Action in Europe (SAFE) through the 
reinforcement of European defence industry Instrument”, COM(2025) 122 final, Brussels, 19 March 2025, p. 19. See: 
https://defence-industry-space.ec.europa.eu/document/download/6d6f889c-e58d-4caa-8f3b-
8b93154fe206_en?filename=SAFE%20Regulation.pdf.  
20 Op.Cit., “Proposal for SAFE”, p. 12. 

https://defence-industry-space.ec.europa.eu/document/download/6d6f889c-e58d-4caa-8f3b-8b93154fe206_en?filename=SAFE%20Regulation.pdf
https://defence-industry-space.ec.europa.eu/document/download/6d6f889c-e58d-4caa-8f3b-8b93154fe206_en?filename=SAFE%20Regulation.pdf
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THE CHALLENGES AND OPPORTUNITIES OF AN EU REGIME 

There are a number of challenges and opportunities associated with these new EU security of 

supply initiatives that link to at least three major policy considerations related to defence 

market regulation, supranational coordination and EU common defence projects. Each of 

these three major areas of policy have a bearing on the level of security of supply in defence 

in the EU. Market regulation has the ability to re-shape the defence market in the EU and 

supranational coordination poses challenges and opportunities for member states. What is 

more, the participation of third states in EU defence initiatives present risks that need to be 

managed carefully in order to protect the Union’s security interests, in line with the Treaties.  

Single Defence Market Regulation 

It is a reality that more can be done to ensure that the Single Market responds to the need to 

ensure cross-border defence supplies. Ensuring that the Single Market functions in defence is 

a vital step towards ensuring the Union’s security of supply in defence. There exist many 

barriers to cross-border transfers for defence in the EU, and existing legislative tools have not 

led to a fundamental shift in cross-border transfers. The 2009 EU Defence Procurement and 

Transfer Directives have clear limits, and without the proper implementation of these 

directives national fragmentation persists within the EU. Yet, in the drive towards regulatory 

simplification (which has taken on the tone of a rhetorical political mantra since the 2024 

“Draghi Report”), we need to be careful not to overlook the major obstacles to Single Market 

reform in the defence sector. The truth of the matter is that the most effective way to lower 

the bureaucratic burden in the EU defence sector is to harmonise national arms control 

regulations and export policies as they pertain to intra-EU transfers, licensing procedures and 

certification standards. This implies a simplification and harmonisation of national procedures, 

which may not entirely be what member states have in mind when they think of the 

Commission’s proposed “defence omnibus” for regulation simplification.  

The relatively easier aspect of simplifying administrative burdens in EU defence procurement 

relates to project reporting under the EDF. Here, the Commission will need to find a balance 

between maintaining security of information, financial transparency and lowering 

administrative burdens (e.g. applications and budget reporting). The reality is that working 

under EU-funded schemes can be technically burdensome and administratively heavy, which 

is a particular challenge for SMEs and research institutes that do not have the human or 

organisational capacity to deal with project processes. The worst case scenario to avoid is that 

Europe’s SMEs, start-ups and innovators avoid EU-funded schemes such as the EDF because 
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they do not have the capacity to deal with the bureaucratic weight of applications and project 

management.  

And we need to be cautious about cutting regulation. The reality is that regulation can be used 

to create markets and innovate, if designed correctly. Indeed, EU regulatory efforts seek to 

support the European defence market in specific ways, although it may not be readily obvious 

which EU regulations apply/affect the defence sector. For example, the Union has devoted 

considerable regulatory attention to breaking down barriers between member states, so that 

the supply of military equipment can be more easily facilitated. However, the Union has also 

developed regulation such as the Chips Act or the Critical Raw Materials Act, which, while not 

specifically designed for defence, have an important role to play in ensuring security of supply. 

In fact, in the Chips Act “defence” is listed as a critical sector that would benefit from EU efforts 

to ensure more security and autonomy in the production of semiconductors.21 

So the correct perspective is to “regulate to innovate”, rather than “regulate to strangulate”. 

In defence, this is easier said than done. On the one hand, any simplification process can lead 

to faster licensing and certification processes, which would allow staff in ministries of defence, 

industry and research to focus on projects rather than paperwork. It would also ensure that 

EU regulations and legislation devised in other policy domains that have not been specifically 

drafted with the defence sector in mind (e.g. the environment), do not adversely impact 

defence producers and procurers. On the other hand, defence development and acquisition 

is inherently complex because regulation has to take stock of the bidding and procurement 

process, technology/environmental protection standards, cross-border goods transfers, 

digital compliance and much more. So, if any security of supply regime is to function properly 

in the EU it needs to be built on an harmonisation of standards, certification and licences 

within and between member states.  

Supranational coordination  

One of the major obstacles to developing an EU-wide security of supply regime is the politics 

involved in empowering supranational institutions such as the European Commission in the 

area of supply security. EU member states perceive of security of supply as a national 

sovereign prerogative that can help to manage national security and reinforce the 

competitiveness of national firms. Several EU member states view the role of the Commission 

in the area of the defence sector with suspicion. They believe EU efforts will erode national 

 
21 European Union, “Regulation establishing a framework of measures for strengthening Europe’s semiconductor ecosystem 
and amending Regulation (EU) 2021/694 (Chips Act)”, Regulation (EU) 2023/1781, Brussels, 13 September 2023, p. 53. See: 
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023R1781.  

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023R1781
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sovereignty and curtail national competitiveness in defence, and they are concerned that a 

genuine single market in defence would not work to their commercial advantage. Others view 

the EDTIB as a stealthy way to consolidate the European defence market, but in favour of only 

a handful of national champions that would take the lion’s share of defence contracts in 

Europe. Furthermore, there are EU member states that enjoy presently a competitive 

advantage in industrial relations and market access with non-EU states such as the US, the UK, 

Japan, India, the Gulf States and more – these states view a growing EU role as a potential risk 

to this defence market status quo. It is, therefore, extremely difficult to divorce the idea of an 

EU regime for security of supply with questions about intra-EU and international defence 

sector competitiveness.  

While these fears are understandable, however, they ignore the fact that the European 

defence market is being re-shaped already – with or without EU involvement. European 

industries are losing international competitiveness, even though they have historically made 

up a quarter of the world’s defence market share22. Yet, basic stylised data shows a 

deterioration of competitiveness over time. SIPRI’s annual “Top 100 Companies” list shows 

that in 201523 some 19 companies based in the EU (excluding the UK) enjoyed arms sales of 

US$ 64.7 billion. In 2023, there was one less company on the list – 18 companies – and 

although EU-based companies increased their arms sales to US$ 75.7 billion compared to 

2015, their share of overall global arms sales decreased. In fact, in 2015 EU-based companies 

accounted for close to 18% of the total US$ 370.7 billion arms sales, but in 2023 EU-based 

companies represented just 11.9% of global total arms sales, even though total global arms 

sales almost doubled to US$ 632 billion24. Furthermore, the US defence market is undergoing 

substantial change – and not necessarily for the benefit of those EU industrial actors that have 

historically privileged (if stringently controlled) access to the US defence market. As one report 

published in 2025 outlines, the US defence industrial base is struggling to meet the demands 

of massive demand across Europe, the Middle East and the Indo-Pacific and the ‘needs of the 

US military and America’s allies and partners’25. 

However, on the issue of stockpiling critical materials or components for defence several EU 

governments persist in refusing to exchange information. True, stockpiling of defence 

 
22 ASD Europe, “Key Data and Overview”. See: https://www.asd-europe.org/news-media/facts-figures/key-data-overview/.   
23 Note that before 2015 Chinese companies were not included in the SIPRI “Top 100” list. 
24 See Scarazzato, L. et al., “The SIPRI Top 100 Arms-Producing and Military Services Companies, 2023”, December 2024. See: 
https://www.sipri.org/sites/default/files/2024-11/fs_2412_top_100_2023_0.pdf; and Fleurant, A. et al. “The SIPRI Top 100 
Arms-Producing and Military Services Companies, 2015”, December 2016. See: https://www.sipri.org/sites/default/files/The-
SIPRI-Top-100-2015.pdf.   
25 Wasser, B. and Sheers, P. “From Production Lines to Front Lines: Revitalizing the U.S. Defence Industrial Base for Future 
Great Power Conflict”, Center for a New American Security, 3 April 2025. See: 
https://www.cnas.org/publications/reports/from-production-lines-to-front-lines.  

https://www.asd-europe.org/news-media/facts-figures/key-data-overview/
https://www.sipri.org/sites/default/files/2024-11/fs_2412_top_100_2023_0.pdf
https://www.sipri.org/sites/default/files/The-SIPRI-Top-100-2015.pdf
https://www.sipri.org/sites/default/files/The-SIPRI-Top-100-2015.pdf
https://www.cnas.org/publications/reports/from-production-lines-to-front-lines
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resources is a sensitive national security issue, but there are ways to exchange information on 

existing and planned inventories with centralised institutions such as the Commission or 

bodies like the EDA. As is currently the case under the Coordinated Annual Review on Defence 

(CARD), member states do not exchange information on procurement plans and defence 

budgets with each other – they do so with the EDA in order to allow the Agency to have a 

comprehensive and aggregate overview of the situation in the EU. A hesitancy to exchange 

even basic information on stockpiling with centralised institutions is a sign that individual 

member states would be reluctant to use stockpiles for fellow member states in times of crisis. 

Yet, taking a national-only approach to stockpiling presents a security risk for the EU and North 

Atlantic Treaty Organization (NATO) as a whole, as in times of acute crisis there would be a 

need to identify, access and transport military equipment and components to those countries 

that need them the most at any given time. Given that Europe in 2025 is experiencing war 

again on the continent, it is better to already put in place such a framework before it is too 

late.  

EU Common Defence Projects 

One of the consistent objectives pursued by Heads of State and Government through the 

European Council is the need to develop common European defence projects. The Versailles 

Declaration of 2022, for example, made clear the need to develop defence capabilities ‘in a 

collaborative way within the European Union’ and for member states to invest ‘in joint 

projects and joint procurement’26. Developing EDPCIs is one of the key ways to develop 

security of supply in defence in the EU. Indeed, joint procurement and joint development 

presuppose that military systems are developed between EU member states in line with 

technology and security control mechanisms. This would imply the development of “ITAR-

free”27 weapons systems and equipment that would be unencumbered by US export and 

technology control legislation. Such systems and equipment, if technologically feasible and 

based on a common European usage and export agreement, would enable the EU member 

states to operate and export systems in a more autonomous manner. Additionally, the 

creation of EDPCIs would generate economies of scale and, through the inherent need to 

involve multiple member states and industries in such projects, would steadily lead to 

Europeanised supply chains. 

We should recognise that several EU member states actively maintain defence dependencies 

on the US for weapons systems, equipment, software, components and more. The F-35 fighter 

 
26 European Council, “Versailles Declaration”, 11 March 2022, pp. 3-4. See: 
https://www.consilium.europa.eu/media/54773/20220311-versailles-declaration-en.pdf  
27 “International Traffic in Arms Regulations free” 

https://www.consilium.europa.eu/media/54773/20220311-versailles-declaration-en.pdf
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aircraft has become the epitome of this dependency, with 10 member states (Belgium, 

Czechia, Denmark, Finland, Germany, Greece, Italy, the Netherlands, Poland and Romania) 

developing and/or procuring approximately 480 aircraft variants from Washington. These 

aircraft have been selected for multiple reasons, ranging from a desire to procure a high-tech 

air system to maintaining good alliance relations with the US and being able to continue to 

play a role in Europe’s US-backed nuclear deterrence. The F-35 aircraft is an American system 

and Europeans do not have access to the jet’s operating system or software. While there are 

advantages to operating the F-35 in certain military contingencies, the reality is that European 

operators are dependent on the US for costs, technology usage and exportability, to name a 

few constraints. 

Remaining dependent on non-EU made and controlled military systems has its risks. As 

international competition for defence equipment grows, there is a question about the 

reliability of deliveries for non-EU supplies of equipment. With the US defence industrial base 

facing growing challenges, there is a risk that European procurers will have to “wait in line” 

for equipment. Additionally, the current state of transatlantic relations means that Europeans 

have to be prepared that existing contracts or supplies might be politically instrumentalised. 

True, the US and allies can sign bilateral security of supply arrangements with allies and 

partners, and there are currently 18 such arrangements in place including with Denmark, 

Estonia, Finland, Germany, Italy, Latvia, Lithuania, the Netherlands, Spain and Sweden28. 

However, such agreements are built on political trust and the understanding that security of 

supply will be maintained in times of crisis and war. As we have seen over the war on Ukraine, 

however, differences over the direction of the war and peace negotiations can lead to alliance 

tensions, which may in turn effect political and defence industrial relations.  

For many reasons, EU member states are having to hedge against any future scenario in which 

security of supply can be disrupted. Up to and beyond 2030, one effective way of doing this is 

to Europeanise supply chains and to develop EU-made weapons systems and equipment. Yet, 

even with such steps in mind EU member states also have to balance their own security 

interests with pressures to ensure that EU funding schemes (EDF, EDIP and SAFE) remain open 

to close non-EU partners. While the US has repeatedly voiced concerns about EU defence 

industrial initiatives29, other European nations such as the UK have pushed for access to these 

instruments for the benefit of their own defence industries. EU member states that have a 

legacy dependency on non-EU defence markets (e.g. Italy or Sweden with the US or the UK), 

 
28 US Department of Defence, “Security of Supply”. See: https://www.businessdefense.gov/security-of-supply.html. 
29 Fiott, D. and Maulny, J-P. “What Scope for EU-US Defence Industrial Cooperation in the 2020s?”, ARES Group Policy Paper, 
September 2021. See: https://www.iris-france.org/wp-content/uploads/2021/09/70-Policy-Paper-ARES-sept-2021.pdf.  

https://www.businessdefense.gov/security-of-supply.html
https://www.iris-france.org/wp-content/uploads/2021/09/70-Policy-Paper-ARES-sept-2021.pdf
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find it hard to accept that EU rules should insist on tight rules on third state access. There are 

also arguments that call for the UK’s involvement in such EU tools based on the size of its 

defence market and its technological prowess.  

Alternatively, however, it can be argued that an openness to non-EU states raises risks too. 

For example, non-EU involvement would surely come with a request to be involved in 

decision-making frameworks that will decide on work programmes and capability 

prioritisation. Having a non-EU state involved in this way may challenge the decision-making 

autonomy of the Union, especially if Eurosceptic or hostile governments are elected in future 

in these non-EU states30. We should also bear in mind the risks involved in importing – albeit 

via the “back door” – non-EU legislation and regulation into EU defence initiatives. For 

example, the UK has a high level of dependence on US-made defence equipment, technologies 

and software31, and this makes the UK defence sector susceptible to control under US 

regulations such as ITAR despite so-called exemptions or reassurances. Working towards 

closer EU-UK defence industrial collaboration may lead to the integration of UK/US 

components, technologies and software into EU financed projects which would call into 

question the political autonomy of such projects. Extra-territorial regulations such as ITAR 

greatly diminish the scope for international cooperation with the EU32. This is why the EDF, 

SAFE and EDIP regulations all insist on “design authority” to ensure that any collaboration 

between the EU and non-EU partners in the defence market is “ITAR-free” – or free from the 

control of any external actors.  

There is, then, a genuine and reasonable fear that the involvement of non-EU states in Union 

defence procurement mechanisms will serve as a “Trojan horse” for ITAR, especially if non-EU 

states include – willingly or not – American technologies into European Union systems. Indeed, 

one of the important features of EU efforts in the defence industrial domain is its ability to 

shield European collective investments in defence from external pressures and control. While 

some view the EU’s security access rules in its programmes (EDF, EDIP, SAFE) as barring entry 

to non-EU states, the importance of doing so is often under-appreciated. Thus, when EU 

defence industrial rules state that contractors and/or sub-contractors involved in EU 

procurement projects should be established in the Union, and that such contractors and/or 

 
30 See the leader of the UK Conservative Party’s comments about reversing any move by the UK Labour Government to get 
closer to the EU – “Badenoch: I’ll reverse Starmer’s EU reset if it betrays Brexit”, The Telegraph, 10 May 2025. See: 
https://www.telegraph.co.uk/politics/2025/05/10/badenoch-will-reverse-starmer-eu-reset-if-it-betrays-brexit/. 
Alternatively, look at the results of the 2025 UK local elections where an avowedly Eurosceptic party, “Reform UK”, gained 
enough councils to challenge the dominance of both the Conservative and Labour parties. “Reform UK makes big gains in 
English local elections”, BBC News, 3 May 2025. See: https://www.bbc.com/news/articles/cd6j8e38p79o.  
31 Lucas, R. and Wilkinson, B. “Defence Industrial Power: Understanding the UK’s Post-Brexit Role”, International Politics, 26 
September 2023. See: https://link.springer.com/article/10.1057/s41311-023-00516-x#citeas.  
32 US Department of Defence, “Security of Supply”. See: https://www.businessdefense.gov/security-of-supply.html. 

https://www.telegraph.co.uk/politics/2025/05/10/badenoch-will-reverse-starmer-eu-reset-if-it-betrays-brexit/
https://www.bbc.com/news/articles/cd6j8e38p79o
https://link.springer.com/article/10.1057/s41311-023-00516-x#citeas
https://www.businessdefense.gov/security-of-supply.html
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sub-contractors ‘should not be controlled by third countries or third country entities’, this is 

reasonable set of rules33. In fact, these are the very rules that can be found in many third state 

procurement processes and contracts. 

 

CONCLUSION 

Returning to our initial questions, it is clear that security of supply in defence in the mid-2020s 

implies a vast and complex set of processes that are ultimately designed to ensure that a state 

can politically and militarily function at the highest levels of autonomy. We have underlined 

that supply insecurity can come in the form of a lack of access to materials and goods, a 

dependency on third countries and a lack of guarantees on supply to EU countries. In this 

respect, managing autonomy through security of supply is challenging, as governments have 

to balance and respond to multiple supply inputs, supply variables and supply risks. In this era 

of great power competition, the need to ensure security of supply in defence is heightened. 

To be sure, a shifting transatlantic relationship means that Europeans have to contend with 

the challenge of developing military capabilities and technologies in a more autonomous 

manner. Additionally, Europeans are having to consider the most effective way to manage 

technology control in the defence sector. While the EU is presently ramping-up its defence 

manufacturing capacity, it faces critical challenges such as maintaining access to critical raw 

materials and human capital while adapting to or replacing legacy dependencies.  

This policy brief has shown the significant steps the EU has taken to enhance its security of 

supply. Not only is the EU well-placed as a venue to ensure useful connections between policy 

domains (e.g. steel, raw materials, trade, transport, etc.), but it is offering member states a 

security of supply regime that can address financing issues, legislative and regulatory needs 

and an opportunity to develop common European projects to ultimately lower dependencies 

on external actors. In the coming months, there will be intense negotiations on a range of 

relevant policies for security of supply including the SAFE and EDIP regulations and the 

negotiations for the next budgetary envelopes for the EDF, space and military mobility under 

the next multi-annual financial framework (MFF). How these initiatives will be settled will be 

an interesting barometer of how serious member states are about ensuring security of supply 

within the Union.  

The ultimate question is whether the EU member states are willing to develop such a security 

of supply regime in common. As security of supply is as much – if not more – about politics as 

 
33 Op.Cit., “Proposal for SAFE”, p. 13. 



 

17 
 

it is logistical management, a key test will be if capitals actually want to reduce their 

dependencies on long-standing allies such as the US. Indeed, the obverse may be true: some 

EU member states may want to only deepen such dependencies to curry favour with the 

current administration. But even if European states do agree that they need to lower 

dependencies, they may be tempted by ad hoc non-EU frameworks. However, taking such 

routes come with serious risks, not least in that it would call into question unity and solidarity 

within the Union at a time when Europe’s defences need a major and sustained overhaul.  
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